While the increasing digitalization of our society and amalgamation of embedded devices into the everincreasing facets of our daily life (e.g., in smart and intelligent vehicles, smart cities and smart nations, and critical infrastructure sectors) have resulted in improved productivity and quality of life, the trend has also resulted in a trend of increasing frequency and sophistication of cyber exploitation and cyber threats. Hence, there is a need for coordinated efforts from the research community to address resulting concerns using both cryptographic and non-cryptographic solutions, such as those presented in this special section.
BACKGROUND
Embedded devices play an important role in our increasingly interconnected and datacentric society, particularly in critical infrastructure sectors (e.g., smart grids), smart cities, and Internet-of-Things infrastructure [Bertino et al. 2016; Perera et al. 2015; Song et al. 2016] . However, these devices generally operate with limited power energy budget and work in a mobile (and potentially hostile) environment with limited connectivity. Thus, testing and debugging of such devices, such as those used in industrial software systems and cyber-physical systems, can be challenging in practice. For example, reproducing observed bugs can be challenging in environments where bug reports are often incomplete , systems are tightly coupled with their operating environment or are poorly observable, and embedded devices are resource constrained and offer limited support for advanced debugging mechanisms. Addressing such security challenges would require substantially extending current security solutions or rethinking the current security paradigms.
This special section is dedicated to reporting cutting-edge research on the topic of embedded device security and forensics, with a particular emphasis on novel techniques to secure embedded devices (including those found in cyber-physical systems) as well as obtaining evidential data from embedded devices in crimes that make use of sophisticated and secure technologies (e.g., the use of strong encryption to secure both data-at-rest and data-in-transit).
In this special section, a total of 12 submissions were accepted for publication. All submissions went through a rigorous peer-review process, which includes multiple follow-up rounds with the authors. We will now summarize these 12 accepted submissions in Sections 2 and 3, prior to discussing future research directions in Section 4.
CRYPTOGRAPHIC SOLUTIONS AND ATTACKS
Cryptographic solutions generally provide the capability to securely authenticate users and devices, for example, using access control and authenticated key exchange schemes [Boyd 2003; Choo 2009; . Thus, it is not surprising that in this special section, a number of the solutions proposed are cryptographic based, such as the bio-cryptographic fingerprint verification scheme presented by Xi et al. [2016] .
1 This scheme binds cryptographic keys with fingerprint features. The authors then demonstrate that their scheme outperforms several existing bio-cryptographic techniques in terms of verification accuracy without sacrificing security and computational efficiency.
As noted in a survey of literature over a span of 15 years, Quick and Choo [2014] observe that data security, processing, and forensic technologies have not kept pace with data storage technologies. This is an observation shared by Puthal et al. [2016] in this special section, who then propose a dynamic key-length-based secure framework (DLSeF). The latter is designed to provide end-to-end security for big data stream processing. Using simulations, the authors demonstrate that DLSeF enjoys improved security processing time.
As previously noted, due to the resource constrained nature of embedded devices, there may be a need for a paradigm shift in designing embedded device security solutions, an observation shared by , who suggested that "rather than focusing on designing lightweight and individual cryptographic primitives, security solution designers should consider taking a whole-of-system approach to achieve system/collective lightweightness, outsource expensive computations from resourceconstrained field devices to neighboring devices and equipment with more computational capacity, and selectively protect critical data (partial/selective protection of data of interest)." Similarly, in this special section, Song et al. [2016] presented a payment installment framework for drive-thru Internet in a vehicular ad hoc network (VANET) setting. The authors demonstrated that even in an environment where Internet connectivity is not stable, the proposed framework allows users to conduct secure transactions.
Also, in this special issue, examine the applicability of Optimal Prime Fields (OPFs), a special class of finite fields, in designing lightweight security solutions based on elliptic curve cryptography. The authors introduce an optimized arithmetic library for OPFs, which is resistant against Simple Power Analysis (SPA) attacks.
In addition to SPA attacks, differential fault analysis (DFA) and differential power analysis have also been shown to be effective in recovering cryptographic keys from embedded devices, including 3G/4G USIM Cards, as demonstrated by . In this special section, Fu et al. [2016] demonstrate how their DFA technique can be used to target ITUbee, a software-oriented block cipher for resource-constrained devices. , in this special issue, study blind fault attacks (BFA), which is another class of attacks that can be used to target embedded devices. Specifically, Embedded Device Forensics and Security 50:3 they demonstrate the possibility of reducing the number of fault injections required in a BFA required to recover a cryptographic key. Castiglione et al. [2016] , in this special section, present a fragile reversible watermarking scheme designed to ensure the authenticity and integrity of functional magnetic resonance imaging (fMRI) images. The authors also explain how their proposed scheme can be integrated within fMRI systems equipment, via a prototype implementation on acredit card-sized single-board computer. Also, in a healthcare setting, present an approach that converts a secure attribute-based signature scheme into an efficient and secure online/offline attribute-based signature scheme that can be used to ensure the integrity of electronic health records and the anonymity of the data owner. In a different setting, present a secure synchronized reading system that is designed to hold multiple contests simultaneously in a cloud computing environment for electronic commerce purposes. In this system, the authors construct a randomness-reused identity based key encapsulation mechanism in order to support separable decapsulation. This allows the system to reduce both decryption delay and transmission delay.
Although quantum cryptography is not widely found and deployed in real-world applications (at the time of writing), the research community has already started studying post-quantum cryptography [Broadbent and Schaffner 2016; . In this special section, for example, Mozaffari-Kermani et al. [2016] noted that hash-, code-, and lattice-based solutions, as well as multivariate-quadratic-equations could potentially resist cryptanalysis efforts from pre-quantum and quantum computing devices. The authors then propose and evaluate fault diagnosis approaches for hash-based post-quantum signatures.
NON-CRYPTOGRAPHIC APPROACHES AND FORENSICS
Smart vehicles (e.g., Tesla smart cars) are becoming increasingly popular. These vehicles are equipped with various on-board and embedded devices, such as on-board computers, radio transceivers, sensors, and storage equipment. Given the nature of these vehicles and the real-world implications of a successful compromise of the system (e.g., real-world fatality due to an accident), it is important to ensure the security of data communications between the vehicle and the underlying infrastructure such as the city's intelligent transportation systems. In this special section, Gai et al. [2016] present a cloud-based model to provide secure real-time multimedia data sharing and transferring.
Mobile devices are another common consumer-oriented embedded device, and, given the (significant) amount of information that can be accessed and stored on such devices, it is important to understand the effectiveness of remote wiping and secure deletion apps and services on these devices. For example, Leom et al. [2016] recently reviewed both published literature and patents on existing approaches to secure flash storage deletion, as well as provided prototype experimental results for three Android devices. The findings from their review identified the lack of technical articles evaluating the implementation of remote wiping and secure deletion approaches or techniques on a wide range of popular mobile devices. This is the gap that Shu et al. [2016] seek to contribute to in this special section. Specifically, the authors reveal data erasure flaws in three typical scenarios on a selection of Android devices, and present an approach to forensically recover private data from the raw disk image without any file system information.
CONCLUDING REMARKS
Similarly to any consumer-oriented technologies, embedded devices will evolve and so will cyber exploitation of these devices in terms of attack vectors (e.g., vulnerabilities) and sophistication. As posited by Choo [2011 Choo [ , 2014 and Smith et al. [2004] , cyber space cannot be simply shut down to address the threats due to malicious cyber activities. In order to mitigate emerging and evolving cyber security threats and make informed decisions about cyber and national security, it is important for us to look ahead and understand how embedded devices and other contemporary technologies can be exploited. While the articles in this special section have made significant contributions in embedded device security and forensics, much more work needs to be done along several directions, including the following:
• advanced security features for embedded devices and cyber-physical systems (e.g., computationally efficient anonymity and authentication schemes such as cancellable biometrics); • cryptanalysis, side channel attacks, fault injection attacks, memory-based attacks, and other attacks targeting embedded devices and cyber-physical systems; • forensic and anti-forensic techniques for embedded devices and cyber-physical systems; • network traffic analysis and classification for traffic collected from embedded systems and cyber-physical systems, in an autonomous fashion; • ontology of bug reproduction productivity tools for embedded devices and cyberphysical systems; and • vulnerability, malware, and bug detection and mitigation techniques for embedded devices and cyber-physical systems.
